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Abstract:
The concept of city has originated in 3500 BCE from Mesopotamia, Indus valley, and Nile valley. The first
smart cities are in operation since 1994. According to estimates, 70% of the world population will live in
urban areas by the year 2050 due to continuous rapid migration of population from the rural to urban areas.
The smart cities concept is envisioned as a solution to continuous rapid migration of population from the
rural to urban areas. Smart cities use one or multiple smart systems (or components) including smart
healthcare, smart energy, smart infrastructure, smart transportation, smart agriculture, and, smart home, and
hence in an essence is a system of systems. The systems of the smart cities are essentially cyber-physical
systems (CPS) which are built using Internet of Things (IoT). In this keynote, the various components of
the smart cities and the underneath technologies will be elaborated. Specific smart city building-blocks like
sensors for diverse applications, Unmanned Arial Vehicle (UAVs), Camera Technology, Blockchain,
Physical Unclonable Functions (PUF), and Artificial Intelligence (AI) in the context of smart cities will be
discussed. In the connected world, security and energy-awareness of system and information are equally
important. Security is a broad concept that covers many aspects including system security, information
security, personal/location/data privacy, system trustworthiness, and system/data ownership protection. The
attacks on the CPS components as well as the security solutions can be either software or hardware based.
The software based security solutions that rely on some form of encryption is not full proof as breaking
them is just matter of time. This talk will present broad perspective of the vast multifaceted forms of security
attacks and hardware-assisted security (HAS) aka security by design (SbD) solutions. Any form of security
solutions using software or hardware increases the energy consumption overhead of a system. The talk will
discuss the security and energy trade-offs in designing of smart city components.
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